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CISCO AMP4E PROOF OF VALUE OVERVIEW

This is a fixed engagement that defines a Cisco AMPA4E solution Proof of Value (POV).
Because Cisco AMPA4E console is also available as a cloud security platform, you can evaluate the
solution in your own environment. POV will include both security enforcement and threat intelligence
using AMP4E Cloud and connectors installed on respective endpoints. We will help to implement this
Proof of Value (POV) exercise with success criteria.

This POV focuses on demonstrating the value of Cisco’s AMP4E solution that provides insight and
visibility to user’s endpoints. As you prepare for your AMP4E POV, our team will help you select
success criteria that fit your individual needs, and suggest use cases that you can test to validate the
success criteria. This process will demonstrate the value of AMP4E including but not limited to:

® Real-time protection the connector provides to the endpoints from different types of malware
threats

* Retrospective measure that AMP4E takes on detecting a malware incident.

® Quarantine malware/ file based on the configured policy

* Advanced file analysis

e Orbital advanced search for the processes running on endpoints

* Investigate with CTR

e Integration of the AMP console with existing security products

The process shall include the following steps:

e Setting up the AMP4E public cloud console

e Creating different Groups

e Creating different Policies based on the different types of restrictions to be enforced

e Connector deployment procedure on endpoints running different Operating systems

e Setting up the AMPAE file analysis feature

® Running orbital advanced search and investigating the processes running on the endpoints

® Demonstrate the creation of Indicators of Compromise and running the IOC scans on specific
endpoints
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ENGAGEMENT SCOPE

e Up to 3-days of POV remote support
® EnterOne’s proven methodology, expertise and knowledge transfer enables our
customers to install and maintain their Cisco AMP4E Infrastructure, easily and
effectively.

¢ White board session on workflow of Cisco Umbrella including designing, building,
and utilizing the most from proposed solution

e Upon completing POV, you will have immediate visibility to endpoints activity
across your entire network

u%u WHY ENTERONE

EnterOne engineers have delivered many deployments, with consistently high
customer satisfaction scores across all of Cisco's architectural solutions. EnterOne'’s 9-
step professional blueprint is the methodology used to drive successful projects to
completion. EnterOne is a Cisco MINT and DSI Partner and a Platinum Learning
Partner engaged with driving Cisco learning and deployment services for highly
integrated solutions.
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