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@\ SERVICE OVERVIEW

Cisco AMP4E provides unmatched global threat intelligence to strengthen front-line
defenses

e Get deep visibility into the origin and scope of a compromise
e Rapidly detect, respond to, and remediate malware
e Prevent costly reinfection and remediation scenarios

e Protection in your endpoints every time - before, during, and after an attack

e Cisco Advanced Malware Protection for Endpoints (AMP4E) integrates
prevention, detection, and response capabilities in a single solution

e |tleverages the power of cloud-based analytics

e |t helps protect your Windows, Mac, Linux, Android, and iOS devices through a
public or private cloud deployment

e Some key highlights:
o Intelligence provided by Cisco AMP Cloud
Malware and threat protection
IP Layer enforcement
Orbital Advanced Search on Endpoints
Investigate with CTR
Sandboxing and advanced analysis of files
Integration of the AMP cloud with other security products using APIs
No added latency
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',Q\‘ WHAT YOU GET
- e Up to 5-days of onsite/remote support.

¢ [nstallation and Configuration of Cisco AMP4E Cloud console and guidance for
installing the AMP4E connectors on the different types (Operating Systems) of
Endpoints by our Cisco AMP4E & Security Design and Implementation Specialist

e The EnterOne proven method of Knowledge and Skill transfer enables our
customers to install and maintain their Cisco AMPA4E Infrastructure, easily and
effectively.

e Whiteboard session on workflow of Cisco AMP4E including designing, building,
and utilizing the most from proposed solution

e Day 2 Operation transfer of knowledge

U%U WHY ENTERONE

EnterOne engineers have delivered many deployments, with consistently high
customer satisfaction scores across all of Cisco's architectural solutions. EnterOne'’s 9-
step professional blueprint is the methodology used to drive successful projects to
completion. EnterOne is a Cisco MINT and DSI Partner and a Platinum Learning
Partner engaged with driving Cisco learning and deployment services for highly
integrated solutions.
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